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l. Aims
Our school aims to:

The & key categories of risk
> Content - being exposed, to Ulegal; inappropriate or harmful, content, suchy as pornography, fake news,
racismy misogyny self-harmy suicide, anti- Semitismy radicalisations and extremismy
? Contact - being subjected to- harmful, online interaction with other users; such, as peer-to-peer
groom or exploils themy for sexuals criminaly financial or other purposes



sending and, receiring explicit images (eg. consensual, and, non-consensual sharing of nudes and,
semi-nudes and/or pornography), sharing other explicit images and online bullying: and,

&. Legislation and guidance

This policy s based on the Department, Jor Educations (DJE) statutory safeguarding guidance; Keeping
Childreny Safe iy Education and, its adwice for schools on

2 Teaching online safety i schools
>Rda_h@¢1p;&ond/sex;edumhm

Itdwre}a&toﬂweD]lEsgwdanwmpxoterhngdﬂdrm!&wmmdxmlmhm

It reflects existing legislations including but: not limited, to- the Educations Ack 1996 (as amended), the
Education and, Inspections Ac d006 and, the Equality Act 010, In additiony i reflects the Education Ack
and deleting inappropriate images or files o pupils electronic denvices where they believe there s o ‘good,
reasornv to- do- so-

The policy also takes into- account the, National Curriculum computing programmes of study..

3. Roles and, responsibilities

3.1 The local academiy board
Al gosernors willi
>En5umﬂwbﬂw&ghmread;mdundensi‘and;ﬂwwpoho*
>Ag;\eeand;odher\etoﬂwtemn&omocczptobleuseo!bth@sdw&sICT systems and, the infernet
(appendix 3)
vulnerable children; victims of abuse and, some pupils withy SEND because of the importance of
and, a more personalised or contextualised approachs may often, be more suitable


https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/teaching-online-safety-in-schools
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/preventing-and-tackling-bullying
https://www.gov.uk/government/publications/relationships-education-relationships-and-sex-education-rse-and-health-education
https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.gov.uk/government/publications/protecting-children-from-radicalisation-the-prevent-duty
https://www.legislation.gov.uk/ukpga/1996/56/contents
https://www.legislation.gov.uk/ukpga/2006/40/contents
https://www.legislation.gov.uk/ukpga/2010/15/contents
http://www.legislation.gov.uk/ukpga/2011/21/contents/enacted
http://www.legislation.gov.uk/ukpga/2011/21/contents/enacted

3.& The headteacher

Th&hmdteanh&wmpon&ble}o&mwvxgﬂwbsto#undﬂstandf}u&pw and thab i i being,

3.3 The designated safeguarding lead,

Details of the schools DSL and deputies are set, outs inv our child, protections and, safeguarding policy as

The DSL takes lead, responsibility for online safety irv school, i particular:
>Suppmhngﬂwhmdtea&wwmxgﬂwbs&#undastandﬂwpohaymdﬂwb¢wb&ng
>Wo¢%¢ng,mﬂwt}wheadtea&w Head of IT and other staff, as necessary, to- address any, online safety,
? Managing all online safety tssues and, incidents irv line with the school child, protection policy
2 Ensuring thab any online safety incidents are logged: (see ix 5) and dealt with, appropriately, v
2 Ensuring that any incidents of cyber-bullying are logged and: dealt with appropriately irv line withs the
>Updﬂhn9,and;ddwermg/sto#tmuung/omonlmso¥@bé/ (appendix & contains a self-audit for stafl onv
>Ltm&ng;w«ﬂvofh@agenmand/0hextahabw%nmmy

This list is not intended, to- be, exhaustisve.

3.k The Head of IT
The ICT manager is responsible Jor:
sgs@mwh@umwedmdupdo&dmwmgdmbw&bm&eﬁe@wmmdmpup&&
mdudmg/tex\r\or\{stmd/ethwtmai‘ﬂ\al;
>Ensumn9/t}wtthesd\oobs,ICT systems are secure and, protected against viruses and, mabware, and,
>CM@MWMWWWM&ICT systems on o regular basis
2 Ensuning thab any online safety incidents are logged: (see appendix 5) and: dealt with, appropriately inv



This list is nob intended, to- be, exhaustive:
35 Al staff and volunteers
>AMMG&\W%H\@WMO&C&P®M@UB@Q’LWM&ICT systems and, the internet

W&3)MWMWWWMSWWWW(@W| and

> Working with the DSL to ensure that any online safety incidents are logged (see appendix 5) ands
This list s not intended to be exhaustiae.
3.6 Parents
Parents are expected, to:
>N®Mwm®qﬁs&%w%h&d@chmoﬁwmmmww@n9mm
? Ensure their child, has read, undastood;and;agmtoﬂwewm&mmptﬂbl@useqflﬂw/sd\OOUSICT
systems and, infernet, (appendices | and &)

> What are the issues? - UK Safer Internet Centre
2 Hot topics - Childnet International,
? Parenb resounce sheet - Childnet, International,
> Healthy, relationships - Disrespect; Nobodiy
3.7 Vl&tm&ond;mmber\&o}’d\eoormmmhdz
Visitors and membenrs of the: community who use the schools ICT systems or internel will, be: made avare

of this policy, wherv relevant, and expected, to- read, and, follows it I appropriate; they wills be, expected, to
agree to- the terms onv acceptable use (appendix 3).



https://www.saferinternet.org.uk/advice-centre/parents-and-carers/what-are-issues
http://www.childnet.com/parents-and-carers/hot-topics
https://www.childnet.com/resources/parents-and-carers-resource-sheet
https://www.disrespectnobody.co.uk/

k. Educating pupils about online safety

Pupils will be taught aboub online safely as. part o the: curriculum:

The text below is taken from the: National, Curriculum computing programmes ol study,

It i dlso taker fromv the guidance on relationships education, relationships and, sex education (RSE) and,

health, education
AW schools have to teachu
>Rdaﬁone’rup&edxmﬁomond,healﬂwedumhom

In Key Stage |, pupils will, be taught to:
mbemetor\ot}wr\onhrwtﬁ,d'\nologw&

Pupils in, Keyy Stage & will, be taught to:
? Use technology safely, respectfully and responsibly
2 Recognise acceptable and, unacceptable behamtour
2 Identify o range of ways to- report concerns aboub content and: contach
By the end, of primary school, pupils will, know:
2 That people sometimes behare differently online; including by, pretending to- be: someone they are not
2 Thab the same principles apply to- online relationships as to- face~to-face relationships; including the
and, how to- report, them
2 How information and, data s shared, and used: online
> What sorts of boundanies are appropriate in friendships with peers and others (including v o digikals
context)

exmnplf/dw\mg/PSHE Jlgzsaw[esson&.

Where necessary, teaching about safeguarding, including online safetyy, will be adapted, for wulnerable
childreny victims of, abuse and, some pupils with, SEND.


https://www.gov.uk/government/publications/national-curriculum-in-england-computing-programmes-of-study/national-curriculum-in-england-computing-programmes-of-study
https://www.gov.uk/government/publications/relationships-education-relationships-and-sex-education-rse-and-health-education
https://www.gov.uk/government/publications/relationships-education-relationships-and-sex-education-rse-and-health-education
https://schoolleaders.thekeysupport.com/uid/8b76f587-7bf6-4994-abf0-43850c6e8d73/

S. Edumh‘nxg/ parents aboub online sa}ehd;
The school willl raise parents’ amareness of internets safety, irv letters or other communications home, and, v
m}mwnahommo&mweb&b@ Thwpolwg;wdbalsobeshwed;w«ﬂvawﬂs

I} parents hame any quenries or concerns iy relation to- online safety, these should be raised iy the first

6. Cyben-bullying

6.1 Definition.

6. Prementing and, addressing cyber-bullying

Tohflppr\e)venbcgber\-buﬂgmg, wewdbmﬂwabpupd&under\standwhablbwmdwhabfodo%w
become aware of it happening to- them or others: We will, ensure that pupils know- how they can report
Wuwderxt&andmmooumgadtodoso mdudrgwhmwm@wmmﬂwmﬂn@m
Thesdwoobvwlbodwdgdwous&cgbw-buﬂgmgw&hpup&l& ezxplaimngﬂwe/r\eason&whgibowu\&ﬂwe
forms it may, take and, what, the consequences carv be: Class teachers will discuss cyber-bullying with
U\ﬂnmior\gr\oup&

bullying: This includes personal; socialy health, and, economic (PSHE) educations and, other subjects where
appropriate:
Ime@WW#W-WWMMWWWS@MWM
the school will uses alll reasonable endearours to ensure the incident is contaired:

The DSL will consider whether the incident; should, be reported, to- the, police if it irwolies illegals materialy
and, will, works withs external services i it is deemed necessary to- do- so:

6.3 Exammmg/deo{'ponwdmﬂm

deobsta”&ha»eﬂwspml!ﬁopowmdmﬂweEdumﬁomden&p&hm&Acb&OO6 (whm}vhasbeen/

increased by the Education Ack d011) to search for and, iff necessary, delete inappropriate images or files
there is @ ‘good, reason to- do- so:



Wher deciding whether there is' o good, reason to examine or erase datas or files o arv electronic deaice,
? Cause harm, and/or
? Disrupt teaching, and/on
? Break any of the school rules

I} inappropriate material is found on the denice, it is up to- the stafl member inv conjunction with the DSL

? Delete that material; or
2 Retairv it as exidence (of a criminal offence or o breachs of school, discipline), and/or
2 Report it to- the police”
* Staff may also confiscate denices for evidence to-hand, to-the police; if o pupil discloses that they are
2 The DJE's latest guidance orv screening; searching and, confliscation

> UKCIS gwdanm orv s_h@'gggg rudes and, semi- nudes: admice M education @'Q@@ Mgg% with

> The schooks COVID- 19 sk assessment
Aryy complaints aboubs searching for- or- delefing inappropriate images or files on pupils’ electronic devices
will, be, dealt, with, throughs the school, complaints procedure:
7. Acceptable use of the internet inv school
All pupils, parents, stafl volunteers and, governons are expected to- signs an agreement, regarding the

acceptable use of the schools ICT systems and the internet (appendices |- 3). Visitors will, be: expected, to
read and agree to- the schools tenms on acceptable use i relexsant.

duties of arv individuals role:
Wem&mm@vﬂweweb&k&w&tedbgpupd&s&%w@nﬁw&wm@mdw&m(whmmm@m
Momm}omnuhmwwwbmﬂ\@acoepfablbuseaganmt&mappmdme&L&md&
8. Stafl using work dermices outside school
Auwmwmwmwmﬂ\wmmm This includes, bub s
>Ke,eping/ﬂwd&»iwpasswor\drpmte,d,e,d/- si'pong/posfswm\dsamab[msb8 characters, withy a
combination of upper and, lowenr-case letters, numbers and special, characters (e.g. asterisk or currency
symbol)
>Enwr\in9/theinhar\d/dr\iwl&a\;mé,piﬂd- Mmean&t}ﬂwdmcew[osboosfolm no- ONe CANV ACCess
the Jiles stored, onv the hard, drive by attaching it to- a new device



https://www.gov.uk/government/publications/searching-screening-and-confiscation
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people

> Making sure the dewice locks i Lefts inactive for o period, o, time

2 Not sharing the dewice among Jamily or friends

2 Installing anti- virus and: anti- spyware sofware

> Keeping operating systems up to date - abways install, the Latest updates

Staff, members must not use the desice inv any, way, whichs would, wiolate the schools terms of acceptable
use;, as seb oubs inv appendic 3.

I}WW@WWWWWqﬁMWMMMWMAum
(Head/q]lIT)

9. How the school, wills respond, to- issues of misuse
Whma,pupiLrTususe&ﬂ\bsdwooUs;ICT sgsfan&ovmtemeh We/vwll/!lollow’dﬂepxocedw\e&setoubuvth@
BDMAT Acceptable Use of Informations ands Communication (ICT) Policy. The action taken will: depend, onv
Where o staff member misuses the schools ICT systems or the internet, or misuses o personals device
where the action constitutes misconduct; the matter will be dealt; with inv accordance with, the Stoff
Dusaplmmg/procedures/sto%Codeo}Conduct] Thearhmtakﬂvwdbdepmdmﬂwemdxmduab

10. Training

Al staff members wills receinve refresher training ab least; once each academic year as part of safeguarding
W;&W&m@m@@@%mm@%@m@@wme-mmw
ngagq]lﬂwwbmmgolbsta%wdbbemad&awmﬂ\at

>Tedwndogg$w§9ni!ﬁmnbwnponmt%mwsa¥egumdin9mdwdlbﬂn9m and, that children
are ab risk of online abuse

>Chdd1mmabuseﬂnmpw\s/onhnefhmg}n
0 Abusive; harassing, and misogynistic messages

o Non-consensual sharing of indecent nude and, semi,-nude images and/or videos; especially
o:\ound/dwbg,r\oup&

o Sharing of abusive images and, pornography, to- those who dont, wanb to- receive suchy
content




Training will, also- help: staff:
weigh the risks up/

o dewelop the ability to influence pupils to make the, healthiest long~term, choices and keep them,
safle from harm inv the short term,

The DSL and, deputies will undertake child protection and, safeguarding training, which will include online
safety, ab least emery & years: They will, also- update their knowledge and, skills on the subject o online

I1. Monitoring arrangements

The DSL WWMWWW%W% Arvmmd,enbr\epm\tlog/comb@
found, irv appendix 5. This will, also- be recorded onn CPOMs.

Th&pdw*wdbb&wed;wwywbgﬂ\ehmdteadmp Atmy/mmﬂwepduywdbb@shm

|&. Links with, other policies
This online safety policy s linked to- our:

> Child protection and scfleguarding policy
2 Behamiour policy

> Staff disciplinary procedures

2 Data protection policy and, prissacy notices
> Complaints procedure

> Acceptable use of ICT policy

> Antis - bullying Policy



Appendix 1: EYFS and KS1 acceptable use agreement (pupils and
parents/carers)

ACCEPTABLE USE OF THE SCHOOL’S ICT SYSTEMS AND INTERNET: AGREEMENT FOR PUPILS

AND PARENTS/CARERS

Name of pupil:

When | use the school’s ICT systems (like computers) and get onto the internet in school | will:
e Ask a teacher or adult if | can do so before using them
e Only use websites that a teacher or adult has told me or allowed me to use
¢ Tell my teacher immediately if:
o | click on a website by mistake
o | receive messages from people | don’t know
o | find anything that may upset or harm me or my friends

Use school computers for school work only
Be kind to others and not upset or be rude to them

Look after the school ICT equipment and tell a teacher straight away if something is broken or not
working properly

Only use the username and password | have been given
¢ Try my hardest to remember my username and password
¢ Never share my password with anyone, including my friends.

¢ Never give my personal information (my name, address or telephone numbers) to anyone without the
permission of my teacher or parent/carer

e Save my work on the school network
¢ Check with my teacher before | print anything
¢ Log off or shut down a computer when | have finished using it

| agree that the school will monitor the websites | visit and that there will be consequences if | don’t
follow the rules.

Signed (pupil): Date:

Parent/carer agreement: | agree that my child can use the school’s ICT systems and internet when
appropriately supervised by a member of school staff. | agree to the conditions set out above for pupils
using the school’s ICT systems and internet, and will make sure my child understands these.

Signed (parent/carer): Date:



Appendix 2: KS2 acceptable use agreement (pupils and parents/carers)

ACCEPTABLE USE OF THE SCHOOL’S ICT SYSTEMS AND INTERNET: AGREEMENT FOR PUPILS

AND PARENTS/CARERS

Name of pupil:

I will read and follow the rules in the acceptable use agreement policy

When | use the school’s ICT systems (like computers) and get onto the internet in school | will:
¢ Always use the school’s ICT systems and the internet responsibly and for educational purposes only
¢ Only use them when a teacher is present, or with a teacher’s permission
¢ Keep my username and passwords safe and not share these with others

o Keep my private information safe at all times and not give my name, address or telephone number to
anyone without the permission of my teacher or parent/carer

¢ Tell a teacher (or sensible adult) immediately if | find any material which might upset, distress or harm
me or others

e Always log off or shut down a computer when I'm finished working on it
I will not:

e Access any inappropriate websites including: social networking sites, chat rooms and gaming sites
unless my teacher has expressly allowed this as part of a learning activity

¢ Open any attachments in emails, or follow any links in emails, without first checking with a teacher

¢ Use any inappropriate language when communicating online, including in emails

¢ Log in to the school’'s network using someone else’s details

¢ Arrange to meet anyone offline without first consulting my parent/carer, or without adult supervision
If I bring a personal mobile phone or other personal electronic device into school:

o | will not use it during lessons, tutor group time, clubs or other activities organised by the school, without
a teacher’s permission

o | will use it responsibly, and will not access any inappropriate websites or other inappropriate material
or use inappropriate language when communicating online

| agree that the school will monitor the websites | visit and that there will be consequences if | don’t
follow the rules.

Signed (pupil): Date:

Parent/carer’s agreement: | agree that my child can use the school’s ICT systems and internet when
appropriately supervised by a member of school staff. | agree to the conditions set out above for pupils
using the school’s ICT systems and internet, and for using personal electronic devices in school, and will
make sure my child understands these.

Signed (parent/carer): Date:



Appendix 3: acceptable use agreement (staff, governors, volunteers and
visitors)

ACCEPTABLE USE OF THE SCHOOL’S ICT SYSTEMS AND INTERNET: AGREEMENT FOR STAFF,

GOVERNORS,VOLUNTEERS AND VISITORS

Name of staff member/governor/volunteer/visitor:

When using the school’s ICT systems and accessing the internet in school, or outside school on a
work device (if applicable), | will not:

e Access, or attempt to access inappropriate material, including but not limited to material of a violent,
criminal or pornographic nature (or create, share, link to or send such material)

Use them in any way which could harm the school’s reputation
Access social networking sites or chat rooms

Use any improper language when communicating online, including in emails or other messaging
services

o Install any unauthorised software, or connect unauthorised hardware or devices to the school’s network
e Share my password with others or log in to the school's network using someone else’s details

e Take photographs of pupils without checking with teachers first

¢ Share confidential information about the school, its pupils or staff, or other members of the community
o Access, modify or share data I'm not authorised to access, modify or share

¢ Promote private businesses, unless that business is directly related to the school

| will only use the school’'s ICT systems and access the internet in school, or outside school on a work
device, for educational purposes or for the purpose of fulfilling the duties of my role.

| agree that the school will monitor the websites | visit and my use of the school’s ICT facilities and systems.

I will take all reasonable steps to ensure that work devices are secure and password-protected when using
them outside school, and keep all data securely stored in accordance with this policy and the school’s data
protection policy.

| will let the designated safeguarding lead (DSL) and ICT manager know if a pupil informs me they have
found any material which might upset, distress or harm them or others, and will also do so if | encounter
any such material.

| will always use the school’s ICT systems and internet responsibly, and ensure that pupils in my care do so
too.

Signed (staff member/governor/volunteer/visitor): Date:



Appendix 4: online safety training needs — self audit for staff

ONLINE SAFETY TRAINING NEEDS AUDIT

Name of staff member/volunteer:
Question

Do you know the name of the person who has lead
responsibility for online safety in school?

Are you aware of the ways pupils can abuse their
peers online?

Do you know what you must do if a pupil approaches
you with a concern or issue?

Are you familiar with the school’s acceptable use
agreement for staff, volunteers, governors and
visitors?

Are you familiar with the school’s acceptable use
agreement for pupils and parents?

Do you regularly change your password for accessing
the school’s ICT systems?

Are you familiar with the school’s approach to tackling
cyber-bullying?

Are there any areas of online safety in which you
would like training/further training?

Date:

Yes/No (add comments if necessary)



Appendix 5: online safety incident report log

ONLINE SAFETY INCIDENT LOG

Date Where the incident took place Description of the incident Action taken Name and signature of
staff member recording the
incident




